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Open Smart Grid Protocol (OSGP)

Development started 2010.

Maintained by OSGP Alliance (www.osgp.org) and

Networked Energy Services Corp (www.networkedenergy.com).

Since 2012 freely available as European
Telecommunications Standards Institute
(ETSI) specification GS OSG 001.

Over 3.5 million devices worldwide.

ETSI GS OSG 001 wi.1.1 oz,

Open Smart Grid Pretacs] [0SGF)

o e
P oo b bear, praumed ard] ot by fa pan Ord (5 0 ETH irdwiiry Speaien Oroag- (B-500d
0 Tk ] £ PTOAT A e i T B
i not s mmrls merweare e semn it i ITH memderdt

(http://www.etsi.org/deliver/etsi_gs/osg/001_099/001/01.01.01_60/gs_o0sg001v010101p.pdf)
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OSGP communication network

Application layer
(media independent)

Networking layer
(media independent)

Physical media layer

OSGP
(ETSI GS OSG 001)

LonWorks
(ISO/IEC 14908.1)

Power Line Communication
(ETSI TS 103 908)

Future... I
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o 0N
OSGP communication network \},}
Power plant or grid operator Data Concentrator
(load balancing, billing). (DC)

Electricity “prosumers”. Device
Device

smart meters, e-cars

OSGP devices also act
solar panels, etc.

as message repeaters. )
g P Device

Device

Master/slave communication only initiated by DC.
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OSGP communication security

Data Concentrator -

(DC)

Data integrity

Prevent man-in-the-middle from forging data,
e.g. switch on/off devices.

Data confidentiality

Prevent eavesdropper from reading
sensitive data on electricity consumption.
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OSGP data integrity

For each message, generate a digest (hash value)
using the secret “Open Media Access Key” (OMAK):

12-byte OMAK

OSGP-Digest-
Algorithm

—> 8-byte digest

\/

plaintext message
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OSGP data integrity

For each message, generate a digest (hash value)

using the secret “Open Media Access Key” (OMAK):

12-byte OMAK

plaintext message

\
/'

Transmit message and its digest:

OMAK

Data Concentrator
(DC)

OSGP-Digest-
Algorithm

—» 8-byte digest

plaintext

digest

OMAK
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OSGP data confidentiality

For each message, generate an RC4 cipher stream
using the secret “Base Encryption Key” (BEK).
Encryption by xor of plaintext and cipher stream.

16-byte BEK —> —»> cipher stream

plaintext message

5
el encrypted message
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OSGP data confidentiality

For each message, generate an RC4 cipher stream
using the secret “Base Encryption Key” (BEK).
Encryption by xor of plaintext and cipher stream.

16-byte BEK —> 0 —»> cipher stream

(Initialization vector) / plaintext message

8-byte digest

5
el encrypted message
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OSGP data confidentiality

For each message, generate an RC4 cipher stream
using the secret “Base Encryption Key” (BEK).
Encryption by xor of plaintext and cipher stream.

16-byte BEK

4»

(Initialization vector) /

8-byte digest

cipher stream

plaintext message

Transmit encrypted message and its digest:

OMAK

BEK

5
el encrypted message

Data Concentrator -
(DC)

aleaY iz digest

OMAK

BEK
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OSGP communication security

OMAK

BEK

Data Concentrator
(DC)

OMAK: Data integrity
(prevent forging of data)

BEK: Data confidentiality
(prevent reading of data)

OMAK

BEK

-
]
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OSGP communication security

OMAK OMAK
Data Concentrator -
BEK BEK

(DC)
OMAK: Data integrity BEK: Data confidentiality
(prevent forging of data) (prevent reading of data)

BEK is in fact derived from OMAK.
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OSGP communication security

OMAK OMAK
Data Concentrator -
BEK BEK

(DC)
OMAK: Data integrity BEK: Data confidentiality
(prevent forging of data) (prevent reading of data)

BEK is in fact derived from OMAK.
DC and all (!) devices share the same OMAK.
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OSGP communication security

OMAK OMAK
Data Concentrator -
BEK BEK

(DC)
OMAK: Data integrity BEK: Data confidentiality
(prevent forging of data) (prevent reading of data)

BEK is in fact derived from OMAK.
DC and all (!) devices share the same OMAK.

Kursawe and Peters (2015), Jovanovic and Neves (2015) showed how to exploit
the OSGP-Digest-Algorithm to derive the OMAK.
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OSGP communication security

OMAK OMAK
Data Concentrator -
BEK BEK

(DC)
OMAK: Data integrity BEK: Data confidentiality
(prevent forging of data) (prevent reading of data)

BEK is in fact derived from OMAK.
DC and all (!) devices share the same OMAK.

Kursawe and Peters (2015), Jovanovic and Neves (2015) showed how to exploit
the OSGP-Digest-Algorithm to derive the OMAK.

Here, we show an independent attack exploiting RC4 to derive the BEK,
thereby compromising OSGP's data confidentiality.
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Attack on RC4

16-byte BEK > @ — >

(Initialization vector) el

8-byte digest

cipher stream

plaintext message

5
ol chcrypted message

public

secret secret (unless message bytes are predictable)
/—jH
BEK plaintext message cipher stream digest

encrypted message
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Attack on RC4

16-byte BEK > @ — >

(Initialization vector) el
8-byte digest

cipher stream

plaintext message

secret secret (unless message bytes are predictable)

/—/H

:
ol chcrypted message

public

BEK plaintext message cipher stream

digest

N\

\ Exploit biases in RC4 output,

to derive the secret BEK!

encrypted message
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Biased output of “classical” RC4

13-byte key 3-byte IV cipher stream
(predicted)

(secret) (public)
ko ko k Lk IV IV, e > 2, 12,2, 2, 2,
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Biased output of “classical” RC4

13-byte key 3-byte IV cipher stream
(predicted)

(secret) (public)
ko ko k Lk IV IV, e > 2, 12,2, 2, 2,

Different messages V., IV,, IV,
with different IVs...
AV |V2,3 IV,,
V. IV, IV
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Biased output of “classical” RC4

13-byte key 3-byte IV
(secret) (public)
k, |k, |k, s VIV,
IV IV, IV,
Different messages V., IV,, IV,
with different IVs...
IV1,3 IVZ’3 IV3’3
V., IV, IV,

4%

...different
cipher streams.

4>

cipher stream
(predicted)

Zy

Z)

Z5

1,1

2,1

3,1

4,1

51

1,2

2,2

3,2

4,2

5,2

1,3

2,3

3,3

4,3

5,3

1,4

2,4

3,4

4,4

5,4
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Biased output of “classical” RC4

13-byte key 3-byte IV cipher stream
(predicted)

(secret) (public)
ko ko k Lk IV IV, e > z2, 12, 2,2, |2

IV1,1 IV2,1 |V3,1 Z1,1 ZZ,1 Z3,1 Z4,1 Z5,1
Different messages V., IV,, IV, ...different 21,125,235 202 | Zss
with different IVs... > cipher streams.

IV1,3 IV2,3 IV3,3 Z1,3 Z2,3 Z3,3 Z4,3 25,3

IV1,4 IV2,4 IV3,4 Z1,4 Z2,4 Z3,4 Z4,4 Z5,4
Derive k from most frequent z values.* ktk, <
k, is brute-forced (256 guesses). k+k +k, -

* Roos (1995), Jenkins (1996), Klein (2006)




Extracting the RC4 secret key of the Open Smart Grid Protocol (OSGP)

Biased output of “classical” RC4

13-byte key 3-byte IV cipher stream
(predicted)

(secret) (public)
ko ko k Lk IV IV, e > z, 0z, 2,2,z .. Z,

IV1,1 IV2,1 IV3,1 Z1,1 Z2,1 Z3,1 Z4,1 Z5,1 Z12,1
Different messages V., IV,, IV, ...different 251255235245 | 255 | oo 2122
with different IVs... > cipher streams.

IV1,3 IV2,3 IV3,3 Z1,3 Z2,3 Z3,3 Z4,3 25,3 z12,3

IV1,4 IV2,4 IV3,4 Z1,4 Z2,4 23,4 Z4,4 Z5,4 Z12,4
Derive k from most frequent z values.* k+k, <
k, is brute-forced (256 guesses). ktk+k, <«

* Roos (1995), Jenkins (1996), Klein (2006)
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Biased output of “classical” RC4

Classical RC4
Go through n recorded cipher streams once and Complexity:
count most frequent value for |k|-1 cypher bytes. O(n*([k[-1) +256)

For all 256 values of k , calculate and test the key.
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Classical RC4 vs. OSGP RC4

Classical RC4

13-byte key

k

1

k

2

k

3

k

13

Used key (concatenation):

3-byte initialisation vector

IV

1

IV

2

vV

3

k

13

Broken! (e.g. WEP)

Roos (1995),
Jenkins (1996),
Klein (2006)
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Classical RC4 vs. OSGP RC4

OSGP RC4

16-byte key (BEK) 8-byte initialisation vector (message digest)
k, ko kL Kk IV, IV, IV, IV,

Used key (xor of first 8 bytes):
k, DIV, k, DIV, k, DIV, k, DIV, | Ky | k. kg

Classical RC4

3-byte initialisation vector

13-byte key

k, ko ko kg IV, IV, ]IV,
Used key (concatenation):

k, |k, kL ky IVIV) IV,

Broken! (e.g. WEP)

Roos (1995),
Jenkins (1996),
Klein (2006)
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Classical RC4 vs. OSGP RC4

Broken?

OSGP RC4

16-byte key (BEK) 8-byte initialisation vector (message digest)
k, ko kL Kk IV, IV, IV, IV,

Used key (xor of first 8 bytes):
k, DIV, k, DIV, k, DIV, k, DIV, | Ky | k. kg

Classical RC4

3-byte initialisation vector

13-byte key

k, ko ko kg IV, IV, ]IV,
Used key (concatenation):

k, |k, kL ky IVIV) IV,

Broken! (e.g. WEP)

Roos (1995),
Jenkins (1996),
Klein (2006)
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Attack on OSGP RC4

k secret, IV public z predicted

RC4
1 k@I, kKO, k®IV,, . k®IV, k ko . kg e 2,2,02,2, 2

2 kK,®IV, k®IV, k,®IV,, .. k,®IV,, k kg .. kg 2,12, 255 | 2y | 2

3 k@O, kK®IV,, k®IV,, .. k@I, k kg . kg 204 12,5 | 2| 205 | 2
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Attack on OSGP RC4
k secret, IV public z predicted
RC4
le-DIVL1 sz-DIVZ’1 k3C-BIV3’1 kSC-BIV&1 0| oo | Kig | —— 200012002012, | 2.
le-)IVL2 kz@lvzl2 ks@lvsl2 kg@lv&2 o | . K 21512552352, | 25y
le-BIVL3 sz-BIVZ’3 k‘%C-BIV&3 kSC-BIV&3 o . K Zy3|2y3 233|203 255
v v vy Lol

Counting most frequent values
is distorted by different Vs
for each message.
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Biased output of “classical” RC4

k secret, IV public z predicted

RC4
1 k@I, kKO, k®IV,, . k®IV, k ko . kg e 2,2,02,2, 2

2 k@O, kK®IV,, k®IV,, .. k@I, k kg . kg 2,12, 2,2, | 2,

z

1,3 z

z

23| %33 | ¢

4,3 z

5,3

KON, KOV, KOV, .. k@I, k kg .. k

16

3
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Biased output of “classical” RC4

k secret, IV public

1 k@I, kKON, k®IV, .. kO, k kg .. kg
@IV, +k@IV,
2 KON, kK®IV, k®IV, .. k®IV,, k kg .. k;
K@V, +kaIV,, <
3 k@O, k@I, k®IV,, .. k®IV,, k kg . kg

First, guess value of k..
Then derive most frequent k values one after the other.

le-BIV_L3 + sz-BIVZI3 -<

RC4
—>

z predicted

z

1,1

Z

2,1

Z

3,1

4,1

51

2,2

3,2

4,2

5,2

3,3

4,3

5,3

b
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Biased output of “classical” RC4

k secret, IV public z predicted
RC4

1 k@I, kKO, k®IV,, . k®IV, k ko . kg e 2,2,02,2, 2
k1@|V1I1+ I(ZC‘D|V2’1 < |
kl@lvll1 + kZCJBIVZ'1 + k369IV311 <

2 K@V, k®IV, k®IV .. kOIV, Kk kg kg 2,12, 2,2, | 2,
k1@|vl'2+ |(2C‘D|V2’2 < |
kl@lvm + kz@lvz'2 + k3€r)lv3'2 <.

3 k@I, kI, kDIV,, .. k®IV,, k kg .. kg 2,.2,. 02,1 2. 2.,

First, guess value of k..
Then derive most frequent k values one after the other.

le-BIV_L3 + sz-BIVZI3 -< |
KOV, +k®V, +kOIV,, <

b
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Classical RC4 vs. OSGP RC4

Classical RC4
Go through n recorded cipher streams once and Complexity:
count most frequent value for | k|-1 cypher bytes. O(n*([k|-1) +256)

For all 256 values of k , calculate and test the key.
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: R
Classical RC4 vs. OSGP RC4 L
OSGP RC4
For all 256 values of k: Complexity:

Go through n recorded cipher streams O(n*(|k|-1)*256)

once for | k|-1 cypher bytes.

Count most frequent value for each k..

Test the key.

Classical RC4
Go through n recorded cipher streams once and Complexity:
count most frequent value for | k|-1 cypher bytes. O(n*([k|-1) +256)

For all 256 values of k , calculate and test the key.
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Classical RC4 vs. OSGP RC4 )
OSGP RC4
For all 256 values of k: Complexity:

Go through n recorded cipher streams O(n*(|k|-1)*256)

once for | k|-1 cypher bytes.

Count most frequent value for each k.. Only linear increase

Test the key. of complexity.

Classical RC4
Go through n recorded cipher streams once and Complexity:
count most frequent value for | k|-1 cypher bytes. O(n*([k|-1) +256)

For all 256 values of k , calculate and test the key.
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Practicality of the attack

Predicting enough cipher stream bytes.

16-byte BEK > @ —»

(Initialization vector) /
8-byte digest

cipher stream

plaintext message

Transmit encrypted message and its digest:

OMAK

5
el encrypted message

Data Concentrator -
BEK (DC)

LpleaY iz digest

OMAK

BEK
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£ 0
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o
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Practicality of the attack \}3.

=
=

predict request response
Predicting enough cipher stream bytes. &)

cipher stream

E.g. OSGP message to read out device clock. —
(Response continues with same cipher stream after request.) public

DC request: Device response:

1: 0x3F Message ID (partial table read) 13: 0x00 Device answer (“OK”)
2: 0x00 Table ID (device clock) 14: 0x00 Count

3: 0x34 15: 0x06 (Same as in request.)
4: 0x00 Table offset

5: 0x00 (Where to start reading?) Remaining answer bytes irrelevant,
6: 0x00 as only 15 bytes are needed.

7: 0x00 Count

8: 0x06 (How many bytes to read?)

9: 0x?? Message sequence number

10: 0x?? (Individual for each device.
11: 0x?? Hard to predict.)
12: Ox??
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Practicality of the attack Q

:"""""m--;_.--';..-=
=

predict request response
Predicting enough cipher stream bytes. &)

cipher stream

E.g. OSGP message to read out device clock. —
(Response continues with same cipher stream after request.) public

DC request: Device response:
1: 0x3F Message ID (partial table read) 13: 0x00 Device answer (“OK”)
2: 0x00 Table ID (device clock) 14: 0x00 Count
3: 0x34 15: 0x06 (Same as in request.)
4: 0x00 Table offset
5: 0x00 (Where to start reading?) Remaining answer bytes irrelevant,
6: 0x00 as only 15 bytes are needed.
7: 0x00 Count
8: 0x06 (How many bytes to read?) Five bytes must be brute-forced,
9: 0x?? Message sequence number taking about 2 weeks on a single
10: 0x?? (Individual for each device. 3.40 GHz Intel i7-4770.
11: 0x?? Hard to predict.)

256 cores only take 1.5 hours.
12: Ox??
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Practicality of the attack I3
=
How many eavesdropped messages?
Simulated 145,000 random BEKs, and for each
up to 300,000 messages with random sequence numbers.
Processing 50,000 messages per second on single CPU.
Success rate  100% 10% Percent of
to derive 90% Y . BEKs
11 8% -
BEK after x A needing x
messages 60% ; T 6%  messages
HIULHL, 0
ittt
20% i ||||||i|.. 2%
. I|IIIIIIIIIII|IIIII||.... __________________ 0%
30,000 90,000 180,000
65,000 125,000 235,000

Number of messages
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i |
Practicality of the attack 9
=
How many eavesdropped messages?
Simulated 145,000 random BEKs, and for each
up to 300,000 messages with random sequence numbers.
Processing 50,000 messages per second on single CPU.
Success rate 100% 10% Percent of
to derive 90% Y go,  BEKs
BEK after x HHT needing x
messages 60% i I I i | 6%  messages
- o)
ittt
20% i ||||||i|.. 2%
. I|IIIIIIIIIII|IIIII||.... __________________ 0%
30,000 90,000 180,000
65,000 125,000 235,000

Number of messages

(Attack was refined to derive all possible BEKs; simple version only gets 85%.)
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Countermeasures?

Do not rely on OSGP encryption for security!

OSGP

If possible use encryption on lower layers.

LonWorks

pc .}

Do not let an attacker eavesdrop 90,000+ messages!
(1 day = 86,400 seconds)

If possible reduce traffic or
often update the secret OMAK.

The OSGP Alliance has been informed.
They are working on a complete
overhaul of OSGP...

Device

Device

Device

Device



Extracting the RC4 secret key of the Open Smart Grid Protocol (OSGP)

"r
S
F vl

:ifx;h\\.

RC4 1n detail

1 S 4= (0? 1,2,... ?255)’ // S_1 is the output of KSA.
2: 11 =7J—1 =0; 1 1.9 =79-1=0;
// Shuffle S: // Generate cipher stream z:
3. for (r=0;r <255 r4++) { 2: for (r=0;;r++) {
4: ?:'."‘ =T 3: ir =T % 256’
5 Jr = Jr—1 + Sr—_1[ir] + k[i,%16] % 256; & Jr = Jr-1 + Seeali] %0 256;
G- Sr[]r] — S’r’—l[ir]; // Swap S[j] and S[i].
7 Se[ir] = Se_1 il 50 Splgr] = Sr-alin];
3. ) 6:  Srlir] = Sr—1lsr];

// Output of cipher stream byte.
7: z[r] = S, [Sr[ir] + Sr[gr] % 256];

Key scheduling algorithm (KSA) Pseudo-Random Generation
Algorithm (PRGA)
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